Classification: TOP SECRET//COMINT//X1 // COMINT // X1

FASHIONCLEFT

Interface Control Document

Updated: 15 June 2009

Document Number: TAO.DNT_SEO7 005 V1.1
28 March 2005

Last Saved 4/17/2013 09:08:00 PM
FASHIONCLEFT_Protocol.doc Last Printed 6/15/2009 02:15:00 PM
DRV FM: NSA/CSSM 123-2
DATED: 24 FEB 98
DECL ON: X1



Classification: Top Secret // COMINT // X1

Table of Contents

1. (U) INtrOAUCHION. vttt 1
2. (U//FOUQ) FASHIONCLEFT ProtocolDetails ........coeeeeeeeeeeeeieeeeea 6
3. (U//FOUQ) Packet Selection Algorithms
AppendiX A GlOSSANY ........ceeeiiiiiiiiiiiiiiiiiiiiiiiieiie e, 1
CLASSIFICATION: TOP SECRET // COMINT // X1 DRV FM: NSA/CSSM 123-2
Dated: 24 Feb 98
DECL ON: X1
FASHIONCLEFT_Protocol.doc Page i of ii Last saved 471712013 09.08:00 PV



Classification: TOP SECRET//COMINT//X1 // COMINT // X1

(U//FOUQO) FASHIONCLEFT ICD

1. (U) Introduction

11 (U) Document Description

(S//S1) This document defines the FASHIONCLEFT Computer Network Exploitation (CNE)
collection protocol that enables raw data packets from the external Internet to interface to
the Common Data Receptor (CDR) of Data Network Technology's (DNT's) Common
System Architecture (CSA). This interface will be deployed to support Tailored Access
Operations (TAQO) On-Net operations, specifically implants that are required to exfiltrate
collected network packets, but due to implant processing and bandwidth constraints are
required to utilize a low overhead egress protocol.

(S//S1) This document defines the interface requirement that the Common Data Receptor
and implant must support to enable successful reception of raw data packets sent by the
implant. It includes conceptual data flow diagrams and network diagrams to define the
system. It also contains detailed data format examples, data field definitions, and a
description of the protocol.

1.2 (U//FOUQ) Reference Documents

1. FLAXENPRECEPT External (source-to-CDR) Interface Control Document (Front End
EICD), NSA/DNT Doc # TAO.DNT_SE07 001 V1.0, 16 June 2003.

2. FLAXENPRECEPT External Data Flow (CDR-to-NSA Corporate) Interface Control
Document (Back End EICD), NSA/DNT Doc # TAO.DNT_SE07_002_V0.01

3. SHELLGREY binary metadata tag standard: ||| G

1.3 (U)Background

(S//Sl) The Common Data Receptor (CDR) is a DNT-designed system to perform the data
reception portion of what is commonly termed a ‘Listening Post.” The CDR supports a
common interface that DNT developers use for data formatting and reception. In addition,
the Common Data Receptor concept emphasizes the use of a Data Receptor, Operations
Manager, and Network Manager vice a Listening Post.

(S//SIIX1) The introduction of the FASHIONCLEFT protocol is necessary because without
the FASHIONCLEFT protocol, the implant-to-CDR communication previously did not
handle raw IP data packets. In addition, an implant previously had no way to deal with the
challenge of processing streaming data while minimizing the computing overhead
associated with encapsulating and encrypting the data. This new protocol provides the
developer a mechanism to specify the level of encryption implemented in the implant as a
precursor to data transmission.

(S//SIIX1) The FASHIONCLEFT protocol supports the passing of metadata securely and
with authentication.

(S/ISIIX1) The metadata is used to support the reconstruction of IP packets and when
applicable to convey information about the session.
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(S//SIIX1) The CDR Architecture includes the Outer SURPASSPIN, Inner SURPASSPIN
and SEAGULLFARO subsystems. In addition, a one-way transfer device — ROOTKNOT
(composed of Pitcher, Catcher, and their one-way link) — supplants the air gap previously
employed (that required manual transfer by diskette). In order to support this configuration,
DNT has been working closely with the Remote Operations Center (ROC) to design and
build FIGBUILD (an external mission network) and OPTICPINCH (an internal mission
network).

(S//S1) Figure 1.3-1 below shows the Common Data Receptor Architecture as described in
the referenced FLAXENPRECEPT EICDs.

(S//S]) The interfaces supported by the CDR must also support the CDR’s separation of
classified and unclassified processing. Classified information, such as egress data and
metadata must be protected while on the unclassified network side before passing through
the one-way link. This interface also supports the CDR protection of classified information.

Figure 1.3-1 Common Data Receptor Architecture
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14 (U//FOUOQ) Interface Description

(S//S1) This interface provides TAO developers a low overheard solution to exfiltrate
streaming data, typically associated with implants that collect raw packets from the target
environment, while providing the appropriate metadata and authentication. The basic
design principle behind this low overhead approach is to redirect a copy or clone of the
original packet to another host, or listening post (in this case the CDR). In-order to redirect
a packet, features of the copy of the packet must be altered — particularly the source and
destination addresses, and possibly the port numbers.
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